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WHATIS
HACKING?




Hacking is an
attack against
assumptions.
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Hacking is the practice of modifying the
features of a product in an attempt to make
it perform in ways not originally intended or

event thought possible.
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WHO ARE THE
HACKERS?




=
»
a

G2 f=a Gl =1

| lbree————




WELCOME TO A
WORLD RUN BY
SOFTWARE







United States Government Accountability Office

GAO

Report to Congressional Requesters

April 2015

AIR TRAFFIC
CONTROL

FAA Needs a More
Comprehensive
Approach to Address
Cybersecurity As
Agency Transitions to
NextGen

GAO-15-370
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Figure 4: Aircraft Diagram Showing Internet Protocol Connectivity Inside and
Outside of Aircraft
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.. Ja Iiun yritys T'tten halﬁla ,
lahiver (?n, se paI <kaa tele <karin,
joka tulee porakoneen kanssa

asentamaan.

Seurauksena on katastrofi.
—prof. Kauko Rahko, 1993
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Dan Tentler £x

Phil, | think you're gonna have a bad time.
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OH FUCK. Is this a hockey rink?! :D
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Dan Tentler

Dear medical infosec device researchers: hold onto your butts! a hospital bed
-~/ 2@ with what appears to be a live patient
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an oil field?

4 Reply t3 Retweetl ess More

BASE OIL MASTER INVERT INVERT 2
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a wheat silo!

Dan Tentler

Reply 43 Retweet % Favoriie

Main Menu

New Load Wheat
Tonnes Temp (*C)

Moisture (%) Protein (%)

Inloaded

Tonnes
Temperature (*C)
Moisture (%)
Protein Content (%)

X +& Follow

o

Silo 4 Load P | v |

—
1"Update Procesy

Press "Initiahze” to start a new Aeration Process
Press "Add Load" to add grain to the store

For unloading enter a negative value or press
"Empty Silo" for a full unload
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Um.. a dam? Swedish? Dutch?
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NO! Is this a radio station?! :D nowai.
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| want to say this is a train control system,
but I'm not sure. [talian maybe?
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Curtains. There are FUCKING CURTAINS on
the internet.
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Control de Persianas y Cortinas
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hahaha the little face in the upper right
makes this. FRIENDLIEST SCADA ON THE
NET!
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Mikko Hypponen mikko  Aug 12

VNC roulette: connects you to random open VNC servers somewhere on the
net.
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AMG Display Do you really want to stop the motor? %
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— Mikko Hypponen @ mikko - Aug 18
o VNC roulette: connects you to random open VNC servers somewhere on the

net. a
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done? Updated trblshoot manual:1) check fuel, 2)
C A T sisprccom check spark, 3) check the internetz for
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Tip of the day: When you are connecting to a random open VNC on the internet, DO

B - NOT STOP THE MOTOR. Just don't. twitter.com/selecadm/statu...
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Unpatchable:

Living with a vulnerable implanted device

Debugging me

-

Marie Moe, PhD, Research Scientist at SINTEF

@MarieGMoe @iamthecavalry
#safersoonertogether

@ SINTEF

@ SINTEF SINTEF ICT
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Product
Product + Internet




Product

Turn Your Product into Service

! Profit !







